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Introduction

Thank you very much for introducing "PROCENTER SaaS Service" (following, this
Service) provided by NEC.
This Service is a web application Service which offers various functions for managing
documents. This Service is based on “PROCENTER/C” software product to enable
controlling distribution / duplication of documents with keeping rules of preservation
and disposal strictly.
In this Service, we offer a new cabinet per contract. Through the Internet, you can freely
access and use the cabinet that you belong.
There are two types of users, Cabinet Administrator (CA) and general user. The

following is use image of Service.

— PROCENTER/C Saa$ Service -
Cabinet A
Users of
Cabinet A (Role)

+Creation and management of user
(ID and password issue)
+ The whole cabinet management

General | (Role)
User - Data operation, search

= | Cabinet B | [CabinetC | | CabinetN |

e |LJ U -0

In addition, the system requirements of this Service is as follows. Be sure to confirm

before using.

0S Microsoft Windows 10 (32bit/64bit)

Browser Microsoft Edge
% When using Edge, be sure to perform "Before using Edge" in the
appendix.
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Chapter 1 Preface

This manual is functional description for Cabinet Administrators in this Service.
In case using this Service, refer to "PROCENTER SaaS User Manual" collectively about

each function.
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Chapter 2 Overview

This chapter is explaining the overview of function in which only Cabinet

Administrator can operate, and cabinet management work.

2.1  About cabinet administrator
Cabinet administrator is called “Cabinet Administrator” (following, CA).CA has

privilege as the administrator in cabinet. CA can do the following operations.

All operations to the folders and files in a cabinet (creation, reference, updating,
and deletion)

Changing of all “Access control” and Owner to folders and files in cabinet
Changing of all expiration date to folders and files in a cabinet and the cabinet
Creation, reference, updating, and deletion of users in cabinet

Creation, updating, deletion, and member changing of local group in cabinet
Role grant as a administrator (group administrator: following GA) of created
group (GA role)

CA appointment and release to users in a cabinet

User batch processing functional operation

Log management functional operation

Renewal of a cabinet

— —Supplementary explanation——

HRole
Role is defined by the form which gives the authority of operation to user. Role
cannot be given to group (group: state which summarized one or more users).
Priority is given to the authority lodged with role over the authority lodged by

“Access control”.

All Right Reserved Copyright NEC 2024 7
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2.2 Cabinet administrator's operation ambit

Cabinet Administrator (CA) has the following authority about user operation and

group operation.

ltem

0
>

GA General

User

o —

Setting of CA (appointment, dismissal)

Setting of GA (appointment, dismissal)

User new creation

User property changing

User deletion

User addition in local group

User deletion from local group

User search in cabinet

User batch processing function

Log management function

Changing of Access control in cabinet

Changing of owner in cabinet

O|0O|0O|0O|O0|0|0|0|0|0|0|0|0

Changing of expiration date of data in

cabinet

Changing of “Access control” of local groups @) @) -

Changing of Owner in local group @) O -

Renewal of cabinet @) - —

¢ User cannot be restored when CA carries out user deletion.
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2.3 About Cabinet Administrator's work (overview)

(1) Atthe time of initial employment
The work immediately after cabinet delivery serves as the following flows.
Details of operation in flow and setting should read chapter indicated on
right-hand side.

Connection to cabinet administrator from NEC .
rom
(Beforehand) Contact to Cabinet Administrator side about URL and tact
contac
the 1initial Cabinet Administrator information of
center of
cabinet (Login ID, password).

this Service

(1) Initial Cabinet Administrator’ s login, and

changing of password . Chapter 3

Log in to cabinet and change password of initial

administrator account. I

(2) User registration, CA role grant

Individual user creation (in case of small number of

people), user batch processing (in case of a lot of -« Chapter 4

people), CA role grant to user, etc.
I

(3) Setting of group management (if needed)

Creation of local group, setting of group administrator,

user addition in local group .-« Chapter 5
I

(4) Setting of cabinet (if needed)

Changing of basic property and extended property,

addition or deletion of cabinet administrator (CA), Chapter 8

changing of “Access control” of cabinet, setting of

policy of cabinet

All Right Reserved Copyright NEC 2024 9
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(2) At the time of routinely operation
Work under routinely operation has the following kinds.
Details of each operation and setting should read the chapter indicated on

right-hand side.

(1) Management of user
User creation, user batch processing, changing of --- Chapter 4
user information, CA role grant / deletion, user
deletion and Owner changing, changing of user

password

(2) Management of group
Local group creation, member addition to group,
changing property of local group, member Chapter 5

management in local group, local group deletion

(3) Management of data

Changing of Owner, changing of “Access control”, Chapter 6

locking and unlocking of data

(4) Log operation function .-+ Chapter 7

User group operation, data manipulation

(5) Setting of cabinet

Changing of basic property and extended property,
addition or deletion of cabinet administrator (CA), -+ Chapter 8
changing of “cabinet Access control”, setting of

policy of cabinet

All Right Reserved Copyright NEC 2024 10
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Chapter 3  Login/ Logout
3.1 Login
3.1.1 Login (No "TOTP authentication")

Log in to this Service by using [Login ID] / [Password] / [Login URL] connected from

contact center of this Service.

1. Access login URL to connect from contact center of this Service.
https://procenter-global.com/procenter/?tenant=XXXXX

2. On login screen, input [Login ID] / [Password] and click a [Login] button.
® Inputted password is displayed by black symbol.
® Role of CA needs to be given to user who logs in to operate Cabinet

Administrator function.

Please specify Login 1D and Password

Login ID

Pazsward

-~ Option

Language can be set by specifying Option. In standard, it is set as same setting of a

browser.

4 | Option
Language: English v
BAEE
English
E{FP
FEhEcpr

All Right Reserved Copyright NEC 2024 11
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3. When inputted user ID and password are right, main screen of cabinet is displayed.

Nk My | g s | Syl Mt Fe————— e NEC
Recerdly referred  Evgired soon(Dh Draft dets  Urspproved dets(D}  Admin Manusl  User Manusl £ Rdvanced search  Lageut
Tres wew
e Foluter ctuy (Tawt)
3 [ A, Corporation
8 coneg ¥ A4 orparalon £ Tet
o Tt ¥R higp 01038197 25 procenisnim do Toenanis SERI A 381876
=] Tam)
5 Tt Operaticn *  Select all Unselect all Greate Folder ) Create File =
L e - et Ubeie . Owrer L)
L . [ acininy i
& & AT )y L} gy b
ENF) U —— [ wrw e
Bovkenark =
s . [ acinn acken
Eaarch iar B & Ttz
Cabinet s 109 @ ocument Managenent Service " e -
Propatios
St B O B D cmid S
Page i oif

Service folder (.config) and sample of CSV file for user batch processing (template file
for import) are registered into cabinet folder immediately after cabinet delivery.
Service folder (.config) is displayed only on person of authority more than CA role. Since

it is for Service management, do not register data in it.

Moreover, import file (CSV) for user batch processing is a template file performing batch

processing the user. Do not delete.

——Notes——

B About login ID in case of managing two or more cabinets
About Cabinet Administrator (CA) belonging to two or more cabinets, login ID in
the login screen, you can use ID of unification (Since Login URL differs for every

cabinet). However, number of cabinets displayed on operation screen is one.

B About account automatic lock
User account is locked when it does not log in for 180 days. User account is
locked similarly, if user does not log in for 180 days after user creation.
User account is locked if you mistake login processing 5 times continuously.
Although locked account by 5 times login processing mistake is canceled

automatically, it takes 15 minutes.
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3.1.2 Login ("TOTP authentication" available)

(1) What is "TOTP authentication function"
This is a function that uses "TOTP (Time-based One-Time Password)
Authentication" to allow login with a one-time password.
By enabling the "TOTP function", multi-step authentication using a one-time
password is required when logging in to PROCENTER, in addition to
authentication using normal user ID and password and IP address restriction.
By entering the password displayed on the smart device on the PROCENTER
authentication screen within the expiration date, the password is checked
against the password calculated and generated by the PROCENTER side, and if

it matches, login is successful.

Private Key Time

O .
=12345
S :\5 PROCENTER

Private Key Time

O

*
»123456

All Right Reserved Copyright NEC 2024 13
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(2) Preparation in advance for using "TOTP authentication"
For "TOTP authentication", it is necessary to install an application capable of
TOTP authentication on the smart device owned by each user in advance.
You must install one of the following authenticator apps.
*  Microsoft Authenticator

*  Google Authenticator

€ Download "Microsoft Authenticator "
https://www.microsoft.com/ja-jp/security/mobile-authenticator-app
€ Download "Google Authenticator"

https://play.google.com/store/apps/details?id=com.google.android.apps.a

uthenticator2
€@ The setting to enable "TOTP authentication" is made by the cabinet

administrator.

(3) How to log in "When TOTP authentication is enabled"

1) Access the login URL (https:/
procenter-global.com/procenter/?tenant=XXXX) with a web browser and
display the login screen.

2)  On the login screen, enter [User ID] and [Password] and click the [Login]
button.

3) The QR code display screen is displayed. (3¢ Only for the first time.)

[QR code display screen]

QR code display

Please read the QR code below on your smart device

Go to the authantication screen

All Right Reserved Copyright NEC 2024 14


https://www.microsoft.com/ja-jp/security/mobile-authenticator-app
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2

PROCENTER SaaS Administrator Manual

4) Use the smart device's authentication app to scan the QR code.

* Do not use the camera app of the smart device to read the QR code.

Please be sure to start the authentication application and read the QR
code.

[When reading with "Microsoft Authenticator"]

@O Press the + button.

«!l docomo & \ 14:26

= Authenticator

Azure AD
username@nec.com

@ Select "Other".

=
-

10:44

4 Add account

What kind of account are you adding?

. Personal account

‘.. Work or school account

Other (Google, Facebocok, etc.)

@ Scan the "QR code" of your web browser.

10:45

Scan QR code

Your account provider will display a QR code

Or enter code manually

All Right Reserved Copyright NEC 2024 15
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5)  After reading "QR Code" is completed, select the [Go to authentication

screen] button.

QR code display

Please read the QR code below on your smart device

Go to the authantication screen

[ 1f you can't read the QR code

6) After entering the one-time password displayed on the authentication
application on the smart device side in the input field on the one-time
password authentication screen, click the [Authentication] button. If

the one-time password you entered matches, log in.

il docomo ¥ 14526

= Authenticator One-time password authentication

Azure AD
username@nec, com
‘ 25 ’
@ PROCENTER 5aaS
I 587 115 G l

ittt el C—

= 2 ® | Authentication
Aatanticator s

Enter one-time password

All Right Reserved Copyright NEC 2024 16
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3.2  Changing of password

You can change password in the following procedures.

1. Click a [Change password] of the "Management Menu", “Password change screen”
is displayed.

2. Input [Old password] and [New password]. Input into [Confirm password] the
same character string as what was inputted into [New password].

3. Click a [0.K.] button. Then, changing of password is performed.

® New password can be used from next login.

Main Menu Management Menu System Management Menu Releaze Management Menu User name: admin NEC

User/Group Management Numbsring ledger | Change password | Recycle bin Wersion Operation log  Big file transfer [DitameSearch 2| Advanced search | Logout

Tree view & ¥
Falder
=] AdLA Corporation

= config

=) Test

& ] Test3 Qld password
[ ) Test2 Mew password
Confirm password

2=
Change password 2?7

——Notes——
» It is necessary to specify the password 8 characters or more and 16 characters or
less.

» It is necessary to specify the password including a number as a password.

A\

It 1s necessary to specify the password including a symbols as a password.
» If a password has not been changed for 182 days, a dialog prompting password
change will be displayed at the time of login.

All Right Reserved Copyright NEC 2024 17
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3.3 Logout

When operation is completed, be sure to log out in order to prevent incorrect operation.

From the menu of the upper area of the screen, re-login screen is displayed by clicking a

[Logout] button.

B Logout will be completed if you click a [Close].

B If you click a [Login] button, you can log in again.

Main Menu Management Menu System Maragemert Menu Release Management Menu

Recently referred Expired soon{0) Draft data Unapproved data(0) Admin Manual User Manual

Thank you for using procenter.

Login

|

[

Close

——Notes——

compulsorily.

All Right Reserved Copyright NEC 2024
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Chapter 4 User management

4.1  User creation
Following, procedure creation (registering) for every user is described.
Operation explanation :

1. Click a [Create user] in [User/Group Management] of the "Management Menu".

Wain benu Management Menu Syzstem Management Menu Releaze Management Menu

[ User/Group Management ]Numbering ledger Change password Recyele bin Wersion Operation log  Big file transfer

User/Group Management

Create group Change user password User batch processing Search user

2. If you perform following operation, the check dialog of "Do you want to create" is
displayed.
»  Input required user information on "Create User" screen.
>  Select [Joined Cabinet(s)].
>  Click a [Create] button.

All Right Reserved Copyright NEC 2024 19
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Create user
| Login 1D
| User name

IIser narme (en)
Fassword

Lizert + Required
Lsert + Required

TIITITIL ’::-(Required

FPassword (Confirm) sessssses z\:?/Required

E-mail
Department
Department2

LimitedOfIPAddress

Title
Comparmy
Description

Joined Cahinet{s)

Cabinet =
S| ALLS Corporation

Create Zancel

*

Do wou weant to create?

9
</

[ Tes ] Mo

B Property of indispensable specification is as follows at the time of user creation

Property name

Description

Login ID

It is 1-byte alphanumeric character or sign (control
character use of TAB, new-line, etc. is impossible) of less
than 40 characters. It is necessary to be unique character
string within cabinet. It becomes error when it is not

unique.

Username

(Native language)

Arbitrary character strings (multi-language

correspondence). It is not necessary to be unique.

Password

12 to 16 characters long. Must include numbers and

symbols.

Confirm password

Same as the above

All Right Reserved Copyright NEC 2024 20
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B Property which is arbitrary specification at the time of user creation

Property name

Description

User name (en)

No more than 256 characters.

Description No more than 256 characters.

E-mail You can specify one address. No more than 256 characters.

Title No more than 256 characters.

Department1 No more than 256 characters.

Department2 No more than 256 characters.

Limited of IP Address Case where "Access permitted IP Address" is set in cabinet
and case where not using IP address filtering function to
user individually, set "OFF".

v" This setting is unnecessary when "Access permitted IP
Address" is not set in cabinet.
Company No more than 256 characters.

Joined Cabinet(s)

3. Click a [Yes] of check dialog, the message "Created" is displayed. Created user can

be checked by user list of Cabinet group.

User/Group Management 2
O Created.
= Cloze
Create user Create group Change user password User batch processing Search user
Group Users in AAA Corporation group
.';-'_'-,AAA Corporation Select all Unselect all Incremental Search o
UserMame « User name(Englizh) Description E-totail Compan

& admin Fdmin

®
& Usert Uszert
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4.2 CA role grant and CA role cancellation

CA can give or delete CA role to cabinet member.

Operation explanation :
Bl Case of CArole grant
1. Specify user you want to give CA role from user list of Cabinet group.
2. Click the [Grant CA role] of right-clicking menu.
3. Check dialog of "Do you want to grant CA role?" is displayed.
4. Message of "Grant CA role" is displayed if you click a [Yes].

B Case of CArole cancellation

1. Specify user who you want to cancel CA role from user list of cabinet group.

2. You can cancel CA role by clicking "Remove CA role" of right-clicking menu.

User/Group Management

Create user Create group Change user password User batch processing Search user

Group Users in AAA Corporation group
.;-'_'-,AAA Corporation Select all Unselect all Incremental Search
Useriame « User name(Englizh) Description E-hail
B ) aclmin

&
& Usert Uzer1

Delete user from group

Edit uzer Properties
Delete user

Grant 34 rale
Revoke 54 role
Grant Shd role

Revoke ShA role

Grant CA role

Revoke CA role

Lock

Unlack

All Right Reserved Copyright NEC 2024 22
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#
3

UseriGroup Management

Create user Create group Change user password User batch processing Search user

Group Users in AAA Corporation group
_' '-,AAA Corporation Select all Unselect all Incremental Search ol
UseriMame =« U=zer name(English) Description E-Pobil Compan

acdmin

Uzert

*

92 Do vouswant to grant CA role?
-

-

[ l Tes ][ Mo

v Amark _-';:,.» ; Which shows that user to whom CA role was given is CA administrator is

attached.

4.3  User batch processing

You can perform user batch processing creation / updating by uploading from screen

of "User batch processing". You use the CSV file of appointed file format.

User already registered into cabinet is performed updating of properties, and user

who does not exist in cabinet is created newly.

Operation explanation :

1. Creation of the data file for batch process creation
Sample of CSV for user batch processing (template file for import) is registered into
cabinet folder immediately after cabinet delivery.

(Template file name : [Example] Import file of user batch processing.csv)
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Bhan MeTil  Managesant Mer TN Mara Al b, Relthie Mardt e b,

Racansly refarred Expired sosa(l) Deaft dsts Unappreved das{0) Admen Manusl User Masual

Tiew mewr
) TEHANY dstadbs (RAR Corger stion}
B B, Dl ey
T g AAR Coepon
& i Tt FURL M0 ZE TR TUEMCRNSIE 857N kN SHTIAETE1 4T
i ) Teat
Gperaman *  Select ol Undedect all Creshe Folder | Cresbs Fils
[} Hra -
(L conig
BT v
AT —
& s [T R T e o |

NEC

B Advanced jaarch  Logsut

Eprl Lsele

EygEg

ARRY

Download template file locally. Open the downloaded file by Excel. Edit description

item like sample, and named and saved. Character code of description item/file and

file format should observe the following strictly.

B Order of item :

* The first column is format of entry item.

(Entry example) :

Login ID / User name / Password which is not enciphered / User name / Description/
E-mail / Title / Department 1 / Department 2 / Limited of IP Address / Company

» Edit user information you want to perform batch processing from second line,

consulting entry item of template file. Or, make column into blank.

B Character code : UNICODE (UnicodelLittle)
B File format : CSV
B Sample : test_user4.csv
CSV Import file after edit :

B3 Microsoft Excel - Example Import file of user batch processing

EEX

El] File  Edit Insert Format  Tools Data  Window  Help Type aquestion forhelp = 2 @ X
NEH 9 e i -0 -|B 7 U|ES=HS$ % 1 S ‘
C9 - F
A B | c | D [ E | G | H [ I 1
| 1 [LogniD User Mame Passwaord which is not enciphered  User Mame(en) Descripiton e-mail Title Department! Departmentz —
| 2 |Userd Userd Userd Userd Userd Leader Development 1st division
| 3 |Users Users Users Users Users Subleader Developrnent 1st division
| 4 |Useld Userd Userd Userd Userd Subleader Development 1st division
5
| B |
| 7 |
B ]
E [ ]
10
11
112
1 v
4 4 » M|\ Example Import file of user bat / < N
Ready
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M Description item of CSV file is as follows.

Property name Description

Login ID | Specify one-byte alphanumeric character of

less than 40 characters.

[User name] Specify within 256 characters.

[ Password which is not | Specify one-byte alphanumeric character of

enciphered | less than 16 characters.
lUser name(en) | Specify within 256 characters.
Description J Specify within 256 characters.
[E-mail ] Specify one-byte alphanumeric character of

less than 256 characters.

[Title Specify within 256 characters.
[Department 1] Specify within 256 characters.
[Department 2 | Specify within 256 characters.
[Limited IP Address | Case where "Access permitted IP Address" is

set in cabinet and case where not using IP

address filtering function to user individually,

set "OFF".

v' This setting is unnecessary when "Access
permitted IP Address" is not set in

cabinet.

lCompany | Specify within 256 characters.

2. Implementation of user batch processing
1) Click a [User batch processingl menu in the "User/Group Management" of

"Management Menu".

Wain Menu Management Menu System Management Menu Release Management Menu

[User/Group Management]Numhering ledger Change password Recycle bin Wersion Operation log  Big file transfer

User!Group Management

Create user Create group Change user password [Llser batch pru:u:essing] Search user
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2) You can specify a file if you specify [Cabinet] on "User batch processing" screen and

click a [Reference] button. If you click a [Execute] button, a check dialog of [User
batch processing] is displayed.

User batch processing

Cahinet list Please select R Q:-”Iﬁggu'[eﬁ
Registered file CifakepathfExamplelimport file of user batch processil References [ Clear |« Required

Ne——
Execute

| [ Close ]

9 [LognlD)[User Mame]...
Ly [Userd][lserd]...

Cio ywou weant to execute processing by the content of the above file?
Total number of 3

Tes H [ [a

3) If you click a [Yes] of the check dialog, execution result of User batch processing is

displayed.
User batch processing
Cahinet list A/ACarporation e ?:/Required
Registered file ChifakepatifExamplalimport file of user bateh processi| Refe ’ Clear ]'&:/Required
Execution result Processing was completed. {33
Line n... User D User name Result
1 21394 Userd Userd The registration processing was com..,
2 2194 Users Users The registration processing was com...
3 2194:Users Userg The registration processing was com...
| ’ Close
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4.4 Changing of user information

You can change Cabinet group member's properties. However, you cannot change User
ID.
(Refer to 5.1-(1) about explanation of Cabinet group.)

Operation explanation :
1. Specify user you want to edit user information from Cabinet group member list,

and click [Edit user Properties] of right-clicking menu.

User/Group Management 27
Create user Create group Change user password User batch processing Search user
Group Users in AAA Corporation group
40 s84 corporation Select all Unselect all Incremental Search P
UserMame = User name(English) Description E-Mail Compan
I} acimin admin
g Usert Usert

Delete uzer from grougp

Edit user Properties ]

Delete uzer
Grant S& role
Revoke 54 role
Grant SMA role
Revoke Shid, role
Grant CA ralg
Revioke CA role
Lock

Unlock

2. If you perform the following on "Edit user Properties" screen, a check dialog of "Do
you want to update"” is displayed.
» Input required item.
» Select joined cabinet.
> Click a [Update] button.
(User ID cannot be changed.)
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Edit uzer properties

UserID
| User narme Ligert -::-’(Required
Llzer name (en) Lser
E-mail
Department
Depanment?
Lirmited OfIPAddress
Title
Company
Description test
Cakinet =
W AAL Corporation

Joined Cakinet(s)

pdate Cancel

*

Do wou want to update?

2

fes Mo

B Editing properties are as follows at the time of user information changing.

Property name
[User ID |

[User namel

[User name (en) |
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[E-mail |
[Titlel

[Department 1]

[Department 2]
[Limited of IP Address |
Company |

Description]

Joined Cabinet(s)

3. If you click a [Yes] of the check dialog, user information is updated. You can check

updated user information by user list of cabinet group.

User/Group Management

O Updated.

#
3

[Cloze ]
Create user Create group Change user password User batch processing Search user
Group Users in AAA Corporation group
40 saa Carporation Select all Unselect all Incremental Search R
UserMame = User name(English) Description E-hoail Compan
'I;If acmin acmin
2 Usert Uzer test

4.5  Change of the Owner at the time of user deletion

(1) User deletion

You can select user from cabinet group member lists, and can delete member.

(2) Owner changing
You can change owner (Owner) of folders / files at the time of user deletion (taking
over to other users or groups). Items to be carried over, is "owner", "lock owner", "access

rights" and "default owner". In addition, when “Access control” is already set as taking

over users or groups, only strong “Access control” is set.

Operation explanation :
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1) Specify user you want to delete from Cabinet group member.
2) Click a [Delete user] of right-clicking menu, then “[Delete user] screen” is

displayed.

UseriGroup Management &7

Create user Create group Change user password User batch processing Search user

Group Users in AAA Corporation group
.-}':‘\IAAA Corporation Select all Unselect all Ieremertal Seareh A
UszerMame - User name(English) Description E-hail Compan
'T/ admin &dmin
’r: Uzert WG test

Delete user from group
Edit user Properties
Delete uzer

Grant 4 role

Revoke S& role

Grant Shid, role
Revoke ShA role
Grant CA role

Revoke CA role

Lock

Unlock

v' It becomes impossible to register again by same ID as deleted user when
[Delete User from Group] is performed with right-clicking menu. So, when you

delete user, select and be sure to perform [Delete user].

Be sure to perform Owner changing before performing user deletion. When you set
Owner, perform the following.

@ Check to a check box "Successor " [Setup].

@ Click a [Select] button.

@ Specify a [Successor] by [Search user].

@ Click a [Delete] button.

(Default alternative user becomes operator (CA).)
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Delete user ®

User|D

User name

Jser name {en)
E-mail

Department!
Cepartmentz
LimitedCfiPAddress
Title

Company
Description

[ Delete ] Cancel l

Search user #

Specify conditions for advanced search

3) A check dialog of "Are you sure you want to delete?" is displayed.
Delete user >

UsgerID

ser name

Lser name (en)
E-mail

Departmentl
Department2
LimitedOflPAddress
Title

Company
Description
Successar Setup

[ Delete ] Cancel ]

*

9D Are you sure you want to delete??

</

[ Tes ] [ Mo
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4) If you click a [Yes] of the check dialog, message of "Removed physically" is

displayed.

UseriGroup Management

g
o

O Deleted physically.

[Close ]
Create user Create group Change user passwaord User batch processing  Search user
Group Users in AAA Corporation group
48 s Corporstion Select all Unselect all Incremertal Search Je)
Userhame « User name(English) Deseription E-Mail Compar
.'} admin acmin
4.6 Locking and unlocking of user

In order to eliminate unjust (unfair) login, user locking and unlocking function are

offered.

In addition, to users in cabinet group, you can perform locking or unlocking manually.

Moreover, locked users cannot log in to Service until unlocked.

B Assessment of user locking

Assessment of locking is performed only at the time of login. And it can be

continuously used until user performs logging out or session timeout, when locked after

login.

® Locked user also counts as one user on license.

(1) User locking

A user who does not log in for 180 days is locked automatically. CA needs to perform

unlocking manually.

v (In this Service, if it passes 180 days without logging in once after user creation,

user locking is carried out similarly.)

Operation explanation :

1. Specify target user you want to lock from user list of cabinet groups, and click [Lock]

of right-clicking menu.

2. A check dialog of "Do you want to lock?" is displayed.
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UseriGroup Management #l?
Create user Create group Change user password User batch processing  Search user
Group Users in AAA Corporation group
';Ai’{-_:‘.AAA Corparation Select all  Unselect all Incremental Search Fe
Userkame « User name(English) Description E- il Compan
P )
(& admin Fdmin
Delete user from group
Edit uzer Properties
Delete user
Grant SA role
Rewvoke S4 role
Grant ShA role
Rewvoke ShA role
Grant CA role
Rewvoke CA& role
Unlock
*
&  Dovyouwantto lock?
'\-‘/
Tes [ Mo
3 3 " " 4
3. If you click a [Yes] of the check dialog, message of "Locked" is displayed.
User/Group Management &7
( ) Locked.
M Close
Create user Create group Change user password User batch processing Search user
Group Users in AAA Corporation group
.’jr{,_:\IAAA Corporation Select all  Unselect all Ineremental Search 2
Uzerhlame = User name(English) Dezcription E-hdail Compan
P )
Lo admin &dmin

% Alock mark 5 is attached to the locked user.

4. If locked user logs in on login screen, error message is displayed and cannot log in.

ﬁ PSY.SES0004 Account (2194:Userd) is locked.

[Close
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(2) User unlocking

You can perform user unlocking by following procedure.

Operation explanation :

1. Specify user you want to perform unlocking and click a [Unlock] with right-clicking
menu.

2. A check dialog of "Do you want to unlock?" is displayed.

3. If you click a [Yes] button, unlocking is performed.

4.7 User password changing

When Cabinet group members forget the login password, you can publish password

again.

Operation explanation :
1. Click a [Change user password] of "Management Menu" in [User/Group

Management)].

User/Group Management

Create user Create group [Change user passwu:urd] User batch processing Search user

2. Click a [User Search] button on "Change User Password" screen, and specify user you

want to make password changing.

3. Input [New password] and [Confirm password], and click a [0.K.] button. A check

dialog of "Are you sure you want to change password" is displayed.
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Change User Password ®

= )
ser i Users User Search
Mevw password sasne

Confirm password ssene

Ok H Cancel ]

*

Are you sure you want to chanoe password?

[ Tes Mo

4. Click a [Yes] of the check dialog. Then, message of "Changed" is displayed.

b
3

User/Group Management

‘ E ) Changed.
’ Cloze

Create user Create group Change user password User batch processing Search user

Group Users in AAA Corporation group
.-}?IAAA Corporation Select all Unselect all Incremental Search el
Useriame =« User name(English) Description E-hail Compan
& )
(& admin admin
&
5 User2

v Recommend member changing of password after login with the password after

publish again.
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4.8 Enabling and disabling TOTP authentication for users

Set TOTP authentication to enable or disable. There are two setting methods:

"Individual setting" and "Bulk registration".
4.8.1 Individual Settings
The administrator user sets the enable/disable of TOTP authentication for each user
on the user list screen. The default setting is TOTP authentication disabled (one-time
password input is not required).

(1) Activation Procedure

(D Select the target user (multiple selections) in "User List" and click "Enable
TOTP authentication" in the right-click menu.
https://procenter-globa.com/procenter/?tenant=XXXXX

Main Menu | ManagementMenu | System ManagementMenu | Release Management Men User name: admin NEC
User/Group Management Numbering ledger Change password Recycle bin Version |D/NameSearct P | Advanced search  Logout
Tree view « ¥
Folder | o
o User/Group Management 2{2
=1 j& AAA Corporation
] config Create user Create group Change user password User batch processing Search user
] Test
8 Group Users in ABC-PJ group
3 Test2
@ () Test3 3 & AAA Corporation Select all Unselect all t b yol
{1 ABC-PJ
4 DEF-PY UserName User name(English) Description
® AZA

Delete user from group
® BZA

~ Edit user Properties
8ok Grant GA role

Revoke GA role

Lock

Unlock

TOTP authentication effective

TOTP authentication ineffective
Bookmark 2+
Search folder 2+
Cabinet >

A Page[1 |of1 Displaying 1-3 of 3

EED B S DR I W WSS N S

@ Click "Yes" on the "Are you sure you want to enable TOTP authentication?"
screen.
*

¢ , Do you want to enable TOTF authentication?

2

[ Yes ] [ No
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@ The execution result is displayed.

Q' Enabled TOTP authentication.

[Close ]

(2) Deactivation procedure

(D Select the target user (multiple selections) in the "User List" and click "Disable
TOTP authentication" in the right-click menu.

Main Menu | ManagementMenu | System ManagementMenu | Release Management Meni User name: admin NEC
User/Group Management Numbering ledger Change password Recycle bin Version  ID/NameSearch P Advanced search | Logout
Tree view £« ¥
Fold 2)-

2 = = User/Group Management 24?
L jA AAA Corporation

@), config Create user Create group Change user password User batch processing Search user

e

BTest Group Users in ABC-PJ group

(] Test2 & -

@ I Test3 2 4@ AAA Corporation Select all Unselect all Incremental Search <]
UserName - User name(English) Description
B .=
- ATA
] Delete user from group
& =4
a Edit user Properties
& czh

Grant GA role

Revoke GA role

Lock

Unlock

TOTP authentication effective

TOTP authentication ineffective

Bookmark 2+

Search folder 2|+

Cabinet 2|+ »
A [4 4 | Page[t Jor1| b b Displaying 1- 3 of 3

@ Click "Yes" on the "Are you sure you want to disable TOTP authentication?"
screen.
%

Do you want to disable TOTP authenfication?

2

[ Yes ] [ No

@ The execution result is displayed.

Q' Disabled TOTP authentication.
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4.8.2 Bulk Registration

With the batch user registration on the user list screen, it is possible to set it together
using CSV.

X IT ISASSUMED THAT USER MANAGEMENT IS PERFORMED IN EXCEL.

2 The batch download function of user information is being prepared for provision.

2 Multiple specifications can be made from the screen and TOTP authentication can

be turned ON / OFF, so please use it.

(1) "Batch user registration" procedure (enable/disable)

D Add "TOTP authentication flag" to the final column (column 12) of the CSV.
The setting values are "Enabled: 1" and "Disabled: 0".
If you do not want to update the TOTP authentication settings, the "TOTP

Authentication Flag" column is not required.

A B © D c 3 & = I ] K L

1 |UserlD  Username Password Username(English! Description  |E-Mail | Title Depariment2 LimitedOflPAddress  Company TOTP flag
2 10 User 0010 10010 User name0010 moo0L0 10@procer TiHleD0L10 Depariment20010 Company00fh

3 11 User 0011 10010 User name0011 moo11 11@procel Title00L1 Department20011 Company00|

4 12 User 0012 10010 User name0012 moo12 12@proce! TitleD012 Departmentl0012 | Department20012 Company00|

@ Select a cabinet in the batch user registration, specify CSV in the registration

file, and execute it.

Main Menu Management Menu System Management Menu Release Management Menu(0) User name: admin NEC
User/Group Management MNumbering ledger Change password Recycle bin  Version Operation log B ID/MNameSearch £ Advanced search | Logout
Tree view R ¥
Folder &=
£ User/Group Management 20?2
=7 AAA Corporation
= confi Create user Create group Change user password @User batch processing fSearch user
B g
= Test
=3 Group
[ Test3 =
i i
0 Test2 & & AAA Corporation Select all Unselect all Incremental Search R
B[] Test3 Userblame « User name(English) Description
Cabinet list AAA Corporation ~ |of Required
Files C:\fakepath\mport file for bulk user registration.csv (\;/Requ\[gd
Close
Bookmark |+
Search folder |+
Cabinet |+ »
ry Page of 1
NN B e oy u
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@ The execution result is displayed in a list.

| User batch processing

Cabinet list AAA Corporation g AJRequwed

Files C\fakepathiimpori file for bullkk user registration.csv -@/Reuuwred

Execution resuit Processing was complsted. (3)

Lin User ID User name Result
1 1995810 User 0010 PSV-USR-0028 Password length sh...
2 1995611 User 0011 PSV-USR-0028 Password length sh...
3 1995612 User 0012 PSV-USR-0028 Password length sh...

T

4.8.3 How to check the setting status of TOTP authentication

You can check the TOTP authentication status (enabled/disabled) with the TOTP

authentication flag in the user list.

Main Menu Management Menu System Management Menu Release Management Menu(0) User name: admin NEC
User/Group Management MNumbering ledger Change password Recycle bin  Wersion Operation log B ID/NameSearch P Advanced search | Logout
Tree view « %
FEELT el= User/Group Management #f?
= [+ AAA Corporation

@[ config Create user Create group Change user password User batch processing Search user
= dzs"restii Group Users in AAA Corporation group
= (0] Test2 () AAA Corparation Select all  Unselect all Incremental Search L
= Test3 Date created Expiration Date Temporary sharing

Mo 100272019 16:44:38 Inactive

19 10302019 14:57:17 Inactive

33 1302019 14:57:58 Inactive

10/30/2018 14:58:18 Inactive

Bookmark #+

Search folder &+

Cabinet &+ P

£ PBQEDH okl Displaying 1- 4 of 4
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4.8.4 How to reset TOTP authentication

If you need to read the QR code again, such as when changing your mobile device or
when the one-time password does not match, reset the TOTP authentication setting.
For the setting method, set TOTP authentication to "Disabled" on the user list screen

and then set it to "Enabled" again.

@D Select the target user in the user list (multiple selections are possible), and click

"Disable TOTP authentication" in the right-click menu.

Main Menu Management Menu System Management Menu | Release Management Meni User name: admin NEC
User/Group Management Numbering ledger Change password Recycle bin Version ID/NameSearch P | Advanced search = Logout
Tree view “ %
Foid e|-
= UseriGroup Management )7
=5 AAA Corporation
@) config Create user Create group Change user password User batch processing Search user
] Test N
B Group Users in ABC-PJ group
M (] Tesi2 ~
@ Test3 = @ AAA Corporation Select all Unselect all Incremental Search ¥e)
| ABC-RJ o .
‘L. DEF-PJ UserName « User name(English) Description
® AT A
Delete user from group
® BEZA
Edit user Properties
& CZA
Grant GA role
Revoke GA role
Lock
Unlack
TOTP authentication effective
TOTP authentication ineflective
Bookmark &+
Search folder &)+
Cabinet &)+ »
- Page[1 |of1 i Displaying 1-3 of 3
- . L W} N I EE -

@ Click "Yes" on the "Are you sure you want to disable TOTP authentication?" screen.

A message of the execution result is displayed.

*

9P ) Do you want to disable TOTP authenfication?

2)

I Yes J [ No ]

@ Select the target user in the user list (multiple selections are possible) and click

"Enable TOTP authentication" in the right-click menu.

@ Click "Yes" on the "Are you sure you want to enable TOTP authentication?" screen.

A message of the execution result is displayed.
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Chapter 5 Management of group

CA can create a group (Local group) which summarized two or more users in Cabinet
group, and can add or delete member to created Local group. Moreover, it is also
possible to specify group as “Access control” or Owner. However, it is impossible to log in

to this Service by group.
5.1 Classification of group
Group is classified into “Cabinet group” and “Local group”.

(1) Cabinet group
Cabinet group cannot be referred to from other cabinet users. CA can change
member in the Cabinet group from which self serves as CA.

(2) Local group
It is the group defined within cabinet. Cabinet can have two or more Local groups.
Local group cannot be referred to from other cabinet users. Moreover, users of other
cabinets cannot be added to the local group. Therefore, composition member of the

Local group always belong to Cabinet group.
5.2 Local group creation and setup of local group administrator

CA can create a Local group limited in a cabinet, and can set users in Local group as

Local group administrator (GA).

1. Click a [Create group] in the [User/Group Management] of "Management Menu".
"Create group" screen is displayed.

tin bdenu Management Menu System Management benu Release Management benu

[ User/Group Management ] Numbering ledger Change password Recycle bin Version Operation log  Big file transfer

User/Group Management

Create user | Create group| Change user password User batch processing  Search user

2. Input required information on "Create Group" screen.

When you set Local group administrator (GA), perform the following.
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> Click a [Add] button.
» Specify user by user search.
> Click a [Create] button.

v" Local group administrator can be set by searching and adding user.
v" You can delete administrator (GA), if you check local administrator currently

displayed and click a [Delete from list] button.

Create group X
Group ID@ Auto

) Manual -::-“"Required
Group name -x-"(Required

Group name {en)
Description
Cabinet -
ALA Carporation

Joined Cahinet(s)

Incremental Search L
User name E-rmail
Manager
(ada ) Delere
[ Create ” Cancel

You can specify following properties at the time of Local group creation.

B Property of indispensable specification at the time of group creation.

Property name Description

Group ID 1. Auto : Service creates unique ID automatically.

2. Manual: One-byte alphanumeric character or sign of
less than 50 characters ( Control characters, such as
TAB and new-line, are not included.) and unique

character string within Service.

Group name ( Native | Arbitrary character strings (multi language

language) correspondence). It is not necessary to be unique.
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B Property of arbitrary specification at the time of group creation.

Property name Description

Group name (en)

Description

Joined Cabinet(s)

3. If you click a [Create] button, a check dialog of "Do you want to create?" is

displayed.

Create group B - 4
| Group D@ Auto
. i) Manual + Required
Group narme Test Group2 *::-(Required
Group name {en)
Cescription
Cahinet =
ALL Corporation

Jaoined Cahinetis)

Incremental Search yel

Uzer name E-tniail

Manager

(2 Dsiet]

[ Create ] Cancel

X

Do waou want to create?

9P
I

[ TEs ] [ Mo
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4. If you click a [Yes] of the check dialog, message of "Created" is displayed. Local
group created in the Cabinet group is displayed on [Group Select].

User/Group Management

O Created.

Create user Create group Change user password User batch processing  Search o

Group
=48 A24 Corporstion Select all Unselect all
& Test Group

2 Test Group?

UzerMame = U=zer namelEnglizh)

5.3 Management of Local group

CA can perform the following to Local group.
» Changing of properties of each Local group.
» Addition of affiliation member.
» Deletion in self-cabinet.
Group ID cannot be changed. (GA can manage affiliation member within self-local
group.)
® You can perform addition of group member within the limits of user you can
refer to.
® Member changing of group has the following two kinds of methods.
<~ Addition or deletion of users who belongs to group

<~ Addition or deletion of groups which belongs to user.
5.3.1 Changing of properties of group
Operation explanation :

1. Specify local group to change and click a [Edit group properties] of right-clicking

menu.
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User/Group Management

Create user Create group Change user password User batch processing  Se

Group
= 40 A8 Corporation Select all Unselect all
4 Test Group . .
_..._,-._ Test Group2 Ediit group properies E =er namelEng
Delete group

Add user to group

2. Edit item of [Group namel, [Group name (en)l, and [Description] on "Edit group

Properties" screen.

B Group information before edit

Edit group properties #
Group 1D
Group name Test Group -r,-’/Required

Group name (en)
Joined Cahinet{s) A%% Corporation
Description

Update ” Cancel

B Group information after edit
Edit group properties *
Group 1D
Group harme Test Groupa -r,-”KRequired

Group name {en) | Test Group3
Joined Cabinet{s) AAA Corparation
Description Change

Update Cancel

b4

Do you want to update?

9P
"'\-u.‘ /

[ Tes ] i [] ]

If you click a [Update] button, a check dialog of "Dou you want to update?" is
displayed.
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3. If you click a [Yes] of the check dialog, message of "Updated" is displayed.

Uger/Group Management

% Updated.
Ll

Create user Create group Change user password  User batc

Group
L] .
= &) AdA Corporation Select all Unselect all
2 Test Groupz
o UzerMame =~
& Test Groups

Group name before change : TestGroup

Group name after change : TestGroup3

5.3.2 Member addition in group

Operation explanation :

1. Specify local group and select a [Add user to group] of right-clicking menu.

User/Group Management

Create user Create group Change user password  User batch |

Group

ijEl .
=) A8A Corporation Select all Unselect all
& Test Groupz2

P Lizerilame -
& Test Group3

Edit group properties

Delete group

Add user to group ]

2. Specify member you want to add to group from cabinet group member by [User

Searchl].
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Search user

Easy search  Specify conditions for advanced search

Uzethame User mamelEnglish) Description
& .

| — acdtmin

(]

& Uszer2

=

= Users

b

Page 1 af 1 Displaying 1 - 4 of 4

—_—
Il [ Select ] l Cancel
————

b

0 Do you want to add usen(s) to the group?

2)

[ Tes | | Mo ]

If you click a [Select] button, a check dialog of "Do you want to add user(s) to group?"

1s displayed.

3. If you click [Yes] of the check dialog, message of “Added member(s) to the group" is

displayed.
User/Group Managemenit #H7
(' ) Added memberis) to the group.
Cloze
Create user Create group Change user password User batch processing  Search user
Group Users in Test Group2 group
) .
=) AdA Corporation Select all  Unselect all Incremental Search p el
@
4 Test Group2 Userhlame - L. English D it E-hdail C
.-}qlTest Groupd zer namel Englizh) escription Ml ompar
@ )
& admin admin
@
& User3
@
) Userd
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5.3.3 User management (inside of local group)

User with authority that can create local group can manage all users in Local

groups within the ambit.
m Delete user from group
m  Grant of GArole, and deletion of GA role

m  Locking and unlocking

Operation explanation :

1. Specify user from user list of target Local groups. All users in the Local groups are

manageable by menu displayed by right-clicking.

User/Group Management

]
Create user Create group Change user password User batch processing Search user
Group Users in Test Group group
i) )
=0 AAR Corparstion Select all Unselect all Incremenital Search 2
A9 Test Group
Uszertlame « User namelEnglizh) Description E-totail Compan
& ]
(& acmin admin
(o]
& User2 )
o Delete user from group
) Uszer3

Edit user Properties
Grant G4 role
Revoke GA role
Lock

Unlock

+ Delete User from group : You can delete user from group. (Multi deletion is also

possible.)
+  Grant GA Role : You can give GA role to user.
- Revoke GA Role : You can cancel GA role to user.

Lock : You can lock user. If user is locked, user becomes impossible to log in to this

Service.

+ Unlock : You can cancel user locking.
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5.4 Local group deletion

If deletion of group is performed, Owner of data with which applicable group is owner
is changed CA or GA who operate. When you change into other users and groups, specify
alternative users or groups at the time of group deletion. In addition, when “Access

control” is already set as alternative users or groups, only strong “Access control” is set.

Operation explanation :

1. Specify Local group you want to delete and click a [Delete group] of right-clicking

menu.

Uzer/Group Management

Create user Create group Change user password User batch

Group
3§ ".-&:&A Corparstion Select all Unselect all
4 Test Group?2
P L=erhame -
& Test Groups . .
Edit group properties
Delete group

Add uzer to group

2. Be sure to perform Owner changing before performing group deletion. Check to a
check box of [Setup] of "Successor", and click a [Select] button. Specify succeeds user

by "User Search" and click a [Delete] button.

Delete group b o
Group 1D

Group name

Group name {en)
Joined Cahinet(s) AAA Corparation
Description

Successor | Setup

[ Delete H Cancel
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3. A check dialog of "Are you sure you want to delete?" is displayed.

*

Arewou sure you want to delete?

9P
"'\-u_‘ /

[ Tes ] [ Mo

4. If you click a [Yes], message of "Deleted" is displayed.

Uger/Group Management

O Deleted.

Create user Create group Change user password Us

Group
240 A8 Corporation Select all Unselect

UzerMame =
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Chapter 6 Management of data
6.1 Owner changing of data

6.1.1 Owner changing
Owner of folders / files can change to other one user or group. The following users

have Owner changing authority also to data whose self is not owner.

GA can change Owner of data with which the member of group from which self
serves as GA is owner.

CA can change Owner to all data in cabinet in which self serves as CA.

6.1.2 Owner changing of the data in folder by batch

Owner of data in folder or cabinet can be changed by batch.
6.1.3 Changing operation explanation of Owner

Refer to changing of Owner of ("PROCENTER SaaS" User Manual) for changing

operation explanation of Owner.
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6.2 Changing of “Access control” (Changing, Addition, and Deletion)

6.2.1 Changing of “Access control”
When you change “Access control” (setting state) set at the time of folder and file

creation, you can perform in three modes, [Updatel, [Add], and [Delete].

B [Update mode]
You can replace “Access control” of groups or users you specify. When folders and
files under are also made into target, “Access control” of all folders / files is
replaced.

B [Add mode]
You can add groups or users you specify to existing “Access control”. When folders
and files under are also made into target, “Access control” is added to all folders and
files.

B [Delete mode]
You can delete groups or users you specify from “Access control”. When folders and
files under are also made into target, “Access control” is deleted from all folders and

files.

¥ When two or more Owner is set, even if the following users are not Owner, they can
change “Access control”.
» CA can change “Access control” to all data in cabinet in which self serves as CA.
* GA can change “Access control” of data with which member of group where self

serves as GA1s Owner.

6.2.2 “Access control” changing of the data in folder by batch

About data in folder / cabinet, you can change “Access control” by batch.
6.2.3 Changing operation explanation of “Access control”

Refer to changing of “Access control” of "PROCENTER SaaS User Manual” for

changing operation explanation of “Access control”.
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Locking and unlocking of file

Locking is operation effective only in file by act in which user deprives other users of
write-in authority and deletion authority temporarily to specific file. If locking of file is
performed, locked time and user is recorded in property of file. These properties are
cleared at the time of unlocking. It becomes impossible other than person who locked
until file is unlocked to write or to delete.

The following users can perform unlocking.

CA
CA can perform unlocking of all data in cabinet.

User who locks

Operation explanation :

1. If you specify file you want to lock from "Folder Detail" screen and click [Lock] of

right-clicking menu, a check dialog of "Do you want to lock" is displayed.

Mo Mo | et - &, Loste s - NEC
Recerty refarred Expwed toen(0) Oraft dota Unagoroved datald) Adman Masusl User Mangal L o > Advanced search Logout
Troe wew

Fumber
Fohder Getaln (Towt)

AAA Corporst
x ot
ey
Teut LT Barais
Test Oparaton *  Select o Ungelec o Create Foider Creste Mie Mestery »
O N Acceqs corva bt e Owrer Moster
" B R N . - e
[Ty o~ PR Paie
> orece . .
own N E A o e Fraperte e o
= - i SIS : 5o Z
Prepestes o o et ey a o 0
091007 - -
- N D ——— e o e
Naca "
) son sty
-leiw
Fatwase (B0 e
re .
Meste M e
[rep—— Acceut e
e reve _—
’

Temercw

~
2
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2. If you click a [Yes], message of "Locked" is displayed.

Main Menu Managemert Menu System Management Menu Release Management Menu User name: admin NEC
Recently referred Expired soon{0) Draft data Unapproved dataf0) Admin Manual User Manual IDMameSearch P Advanced search  Logout
Tree view kd ¥
Folc
ol Folder details (Test) 2|2
2[5l aas Corparation
[ .config Q‘ Locked.
=l Test g Close
[ Test3
[ Test2 1 AMS Carporation § Test
FuURL
Operation | Select all Unselect all Creats Folder [2)Create Fils Incremental Search pel
D Mame = Impart Use le Quner Moclitier
561896 Test3 a admin aclmin
= B & 861878 ts_sl 0 acmin acmin
l 2B 8 BE1897 1) 1ost ppT i] acmin admin
= 2 861885 Test 0 admin admin
661838 0 Document Management Service o admin atlmin
Bookmark &+
Search folder &+
Cabinet &+
Properties ¥

Show properties of the selected data.

€ 1

Page 1 of1 b ol &

3
Displaying 1 -50f 5

When performing unlock of a locked file, unlock is performed if you specify target

file and click a [Unlock] with right-clicking menu.
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6.4 Changing of expiration date
6.4.1 About changing of expiration date

Expiration date holds storage term (date) as property for all folders or files in cabinet,
and user with write authority can specify it at the time of data creation or updating.

(Please refer to the "PROCENTER SaaS" User Manual for the details of expiration
date setting.)

However, even if CA does not have write authority, CA can change expiration date.

Moreover, CA can change expiration date to all data in cabinet in which CA himself
belongs.

Furthermore, CA can change expiration date to cabinet which belongs. (Refer to

[Cabinet policy changing (expiration date)] of [Chapter 8 Setting of cabinet].)

6.4.2 Operation explanation of expiration date changing

Perform following procedures when you change expiration date of data in cabinet.
Operation explanation :

1. If you specify a file which you want to change expiration date from "Folder Detail"
screen and click a [Properties] of right-clicking menu, “Edit property" screen is

displayed.
Falder details (Tost)

I asA Comoration f Test T ]

FuRL Copy
Operation = Select all Unselect all Creats Folder | | Create File y=l
[ 4] Moty = x (] e Wosdidier
51598 adiemin it
| Srecrer mad
S B G W @y {| Search sublokders - e
BET . A i
&S B & ol Test PPT Mccess ponirol kst
LR L o] L o]
& B "l veet2 CRp (eaTer
B0 @ et Management Sarace Lipdabe mcprsbion dabe ke k=
[ Propssriss ]
Opearation log

Releazs rotification

3 Tool ¥
A0 ke

+ Ciogry LRL 1o clipboard
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2. Change [Expiration date] on "Edit properties" screen and click a [Update] button.

Edlit propomies (Tosid)

Propaories -
1s] 61896
MWame Tesid i’ Required
Crovuiar admin
Diate croated 2001 20EHD0 110715

i o ki
[ Espiration date 201 308/30 3

Dascription
Rigeridrk
Imporance Mome ~ o Required
Ulpdatie Siisttineg

Fodiy =

Il Update “ Cancel
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6.4.3 Automatic deletion of expiration date of data
By the case where expired date is set as folder and setting date has expired about all
data under folder, all the data under folder is moved to "Cabinet Recycle bin." (If there
are some files which have not expired, 'ﬁ' is attached to folder in which date expired)
You can restore or delete data which moved to Cabinet Recycle bin. If you select
cabinet, data automatically deleted within cabinet is displayed. It is possible to restore

in place which had data origin, or to specify path by self and to restore.
Operation of Cabinet Recycle bin is explained below.

Operation explanation :

1. Click [Cabinet Recycle bin Management] in "Service Management Menu".

2. If you specify cabinet as [Cabinet list], data automatically deleted within cabinet is
displayed.
In "Term", specify the deletion date and time (the date of the operation on which
the delete operation was performed) and click the [View] button to display the
data for the specified time period. The default is a week-long display.

Sywl o Mamssgormerd Mo ar Marsgerrerd Mers e reites @i NEE

Update ﬂhmﬂl Cabingt recycle b Managemeant I & Advarced seerch LEgouk

Trom wiaw

[
Cabinet ooyl bn Mensgome
= [l Asa Corportion

#l | oontig

e tistys i Bis MBnGpEmEst
A Veal
8 ] Testd ||--|-::-I AR Carpotalion I -
il ) Veatd
T bk ] | - 2 DTARE !
Dby
Operatan T Select sl Usselect ol =)
[ Yuwras Type Liter wie e Dhads gt =
Breckeark
Sparch Rokder
Cobirst
Prapeatios
St prepaciad of tha 1alacted data
Pagei  wit =z o a1 gy
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3. 1) Case of restoring data

Select data to restore from [Cabinet Recycle bin Management]. If you click a [Restore]

button, “Data select screen” of restoration place is displayed. Select data of restoration

place and click a [Select] button. Since a check dialog of "Do you want to restore" is

displayed, restoration of data is performed if you click a [Yes] button.

Select data

Changetree  Parent folder Raoot folder Cahinet list

L= AAA Corporation

H ] config
H ] Test
H ] Test2
H ] Testd

9P
"'\-.‘ ]/‘

Select ” Cancel

*

Do wou weant to restore?

[ Tes

Mo

2) Case of restoring data in the original place

Select data to restore from [Cabinet Recycle bin Management]. If you click a

[Restore to the original location] button, a check dialog of "Do you want to restore

the original folder?" is displayed. If you click a [Yes] button, restoration of data to

deleting agency is performed.

Restore to the original location ¥

9
"'\-u.* ‘/"

Do wou weant to restare to the ariginal folder?

[ Tes ] [ Mo
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3) Case of deletion data
Select data to delete from [Cabinet Recycle bin Management]. If you click a [Delete]
button, a check dialog of "Are you sure you want to delete?" is displayed. If you click

a [Yes] button, deletion is performed.

*

Are you sure you swant to delete?

9
"'\-u.* ‘/f

——Notes——
When you restore in original place, and the original place is already deleted, error

occurs.

6.5 Numbering format definition

Numbering format definition is definition of format at the time of numbering
management number of file, it is necessary to create under [cabinet] /.config/
dataNumberFormat. You can refer to numbering format definition created here at the

time of using numbering.
6.5.1 Creation of numbering format folder
If you want to arrange numbering format, it is necessary to create numbering format
folder previously.

Operation explanation :

1. Select [New] -> [Extended typel from right-clicking menu of .dataNumberFormat in

folder tree.
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Tree view “
Fold &=
il £ Folder details (Test)
(= _::,AAA Carparation
= | config TAAA Corporation f Test
| datakumberFormat }URL'
IS Test |50 Hew b Folder
B ]Te Unselect all
ot [Z1 File
B[ JTest2| & Bme =
= Copy e Wieh site
= [ Shortout Test3
24 Search folder D test
2 Delete A
Extended type Test PRT
] Showe mai Er oE1895 Testa
& S h zubfold
5 sesrch subloieers B30 eDocumen’[ Management Service
Access control list
Change owner
Update expiration date
Froperties
Operation log
Bookmark Release notification
Search folder ﬂ Taal [
Cakinet
Acldd to bookmark
Properties k@' Reload

T TECTE O oS TaT

Show properies

2. Select [DataNumberFormatFolder] from “Select type window”.

Select type

Baze
Folder
| DataNumberFu:urmatFu:ulderI
= ¢ BB:
@Categnry
[ subject
"~ File

@ viebsits

&h SearchFalder

[ & shortout

Qi DatabumberFormat

=
=
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3. “Create numbering format folder screen” is displayed. Concrete creation method of

numbering format folder is the same as that of folder.

Create DataHumberFormatFolder

g
)

Properties -

Marne | + Required
ExpirationDate |

Description

Remark

Importance Mone g o Required

Setup
Owner -

Setup
Policy -

Setup
Access control list -

Create ][ Cancel

6.5.2 Creation of numbering format definition
Operation explanation :

1. Select [New] -> [Extended type] from right-clicking menu of .dataNumberFormat in

folder tree, or created numbering format folder.
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Tree view «
o = Folder details (Test)
=L EAAA Corporation
3 config f AAA Corporation f Test
30 detabumberFoemat . [BURL hito/10.26.197. 25/procenterim do?tenant=5899&i=861876
I3 Test | gl New P | & Foider
B (] Ted Unselect all Create Folder || Create File
% cu [ e
& (JTest2| & =
= Copy @ vveo ste
- [$ shoeu -
a8 Search folder test
X Delete
Test T
&) Search subfolders 861858 . )
Access control list
Change owner
Update expiration date
Properties
Operation log
Bookmark Release notification
Search folder -3 Tool b
Cabinet
Add to bookmark
Properties ¢ Relood
L N -

2. Select [DataNumberformat] from “Select type window”.

Select type

=2 Baze

= |Folder
|| DatalumberFormatFolder

BES
Categ-:ury
[ subject
"~ File

@ viebsits

Eﬁ_;lSearchFDIder

Shartcut
DatabumberFormat |

=

[ Select H Zancel
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3. Open “Numbering format definition creation screen” and set properties of

numbering format definition.

Create Data numbering format

Data numbering format

Year configuration

Murber canfiguration

Data numbering farmat

Dizplay example

Howy to input

Properties

MHame

Diescription

Remark
Importance | Mone

Year farmat
@ Fiscal Year 4 digits Fiscal Year 2 digits  Start Manth | April b4

Reset sequence

@ Do MOT reset seguence Reset by starting manth

Digits |3 |+ V| Pad numhber with zero

Start number 1 « Required End number| 999 «f Required
'&,-"(Required

Insert year setting to the end " Insert number setting to the end

@ Admit both autormatic and direct inputing
Admit only automatic numbering
Admit anly direct inputing

'r,-"(Required

7 -.\,-“(Required

[ Create ” Cancel ]

BMProperties of indispensable specification are as fol lows at the time of numbering

format definition creation.

Property name

Note

Year format

Select how many digits of fiscal year is displayed. Value
displayed to year setting text box changes depending on

selected value.

Start Month

Select month which fiscal year starts.

Reset sequence

Select whether sequence is reset or not to start month of

fiscal year.
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Digits

Select digit number of number. Value displayed on number
setting text box changes depending on selected value.
As shown in "0001", when less than digit number and

burying by 0, confirm [Pad number with zero].

Start number

Set minimum number that can be used for numbering.
When you perform automatic numbering for the first time
using this numbering format definition, numbering is

performed by this number.

End number

The maximum number that can be used for numbering is

set.

Data numbering format

Set data numbering format. Setting of format, sample of

management number on [Display example] is displayed.

Data numbering format | DeoumentMumbers04y%03d " Reguired

Display exammple DeournentMumber2011001

[Insert year setting to the end] button inserts the format of
setting year form in the end of numbering format.

[Insert number setting to the end] button inserts the
format of setting number form in the end of numbering

format.

How to input

Select whether only automatic numbering is permitted, only
number direct input is permitted, or both automatic
numbering and number direct input are permitted.

Number cannot be changed when you select [Admit only
automatic numbering]. When you select [Admit only direct

inputting], it does not numbering automatically.

Name

The name is set like file etc.

Importance

Select importance like file etc.

M Arbitrary specification property at the time of numbering format definition

creation

Property name

Note

Description

Remark

3. Ifyou click a [Create] button, numbering format definition is created.
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6.6 Exporting attribute file when bulk downloading files
When a cabinet administrator (CA) execute file bulk downloading, he/she can

download attribute information of downloaded data in XML.

6.6.1 How to export attribute file
If you'd like to export data attribute information, check [Export attribute file] in the
main window of file bulk downloading tool and click [Download] button.

attribute file (file name is procenter-export.xml) will be created in the destination folder.

File bulk download

MName Temp 50001273

Specify folder to download. A folder named after data name will be created under it.

Download folder path

C:¥download x v‘ Browse

Download options

D Download with the old revisions

Convert file data to a folder
D Convert data name to its ID
ﬂ Conti : <

Qutput an attribute file

Handling invalid characters [\/:*7" <>} and tab character

@ Replace with specified (half-width) character | _

O Replace with full-width character

ks I.ng

6.6.2 Contents of attribute file

The attribute descriptions are below:

Element Description

Relations of all downloaded data.

< relations> has 1 or more <relation>.
<relations> id: Data ID

dummy_id: Data ID

name: Data name
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A relation of downloaded data.
A <relation> expresses a folder or file. If there is a <relation> inside a
) <relation>, it is a relation between parent and child.
<relation> )
dummy_id: Data ID
name: Data name

type: reserved (No meaning so far)

Detail information of all downloaded data.
<nodes>
A <nodes> has 1 or more <node>.

Detail information of data.
<node> < node> has <properties> , <contentspolicies> , <permissions> ,

<files>, <histories> and <approvalhistories>.

) Properties of all downloaded data.
<properties> )
A <properties> has 1 or more <property>.

Properties of downloaded data.
<property> name: Property name

value: Property value

o Access control list of all downloaded data.
<permissions> o o
A <permissions> has 1 or more <permission>.

Access control list of downloaded data.
<permission> userid: User ID

value: Access right

File information of all downloaded data.
<files> A <files> has 1 or more <add_file>.

In case of folder, <files> will not be outputted.

File information of downloaded data.

sequence: Version

filename: File name

filepath: Relative path from the destination folder of the file
filesize: File size (byte)

fileid: File ID

<add_file>

filetimestamp: Timestamp of the file
valutid: Vault ID
asequence: Absolute version

revision: Revision
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reason: Reason for update
modifierld: User ID who modified last
modifierName: User name who modified last

modified: Last modified date

History information of all downloaded data.
<histories> A <histories> has 1 or more <history>.

In case of folder, <histories> will not be outputted.

History information of downloaded data.
sequence: Version

asequence: Absolute version

revision: Revision

<history>
reason: Reason for update

modifierld: User ID who modified last
modifierName: User name who modified last

modified: Last modified date

Approval history information of all downloaded data.
<approvalhistories> |A <approvalhistories> has 1 or more <approvalhistory>.

In case of folder, <approvalhistories> will not be outputted.

Approval history information of downloaded data.

sequence: Version of disclose

requestnumber: Request number

ordernumber: Approval order

approverid: User ID of approver
<approvalhistory> |approvaltype: Approval type

clientid: User ID of client

status: Approval status

annotation: Approval comment

created: Date of approval request

lastmodified: Last status updated date
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6.7

Creating approval flow

Approval flow definition needs to be created on [Cabinet]/.config/.approvalFlow. Users

can see approval flow definition you created here when users request approval.

6.5.2 Creating an approval flow folder

If you want to organize approval flows, you crate an approval flow folder first.

1. Select [New] > [Extended type] from the right button popup on .approval Flow on the

folder tree.

Tree view

Folder
SRR 1

=i |.config

.approvalF
.dataNum

<« Approval flow config Folder details

2=

1 232F / .config / .approvall
;"*URL: hitp://spider.cpc.ni:

.

¥ Select all

New

Cut

Copy

Delete

Show mail

Search subfolders

Access control list
Change owner
Update expiration date

Properties
Operation log
Release notification
Tool

Add to bookmark

Reload

Output to CSV

b

linse

Folder
[=1 File
@ Wwebsite

@ Shortcut
\#8 Search folder

Extended type

All Right Reserved Copyright NEC 2024 68

£



PROCENTER SaaS Administrator Manual

2. Select [Approval flow Folder] from the type selection window.

‘ Select type
=) Folder
[ | Data number format folder
= BBS
@ Category
@ Subject
[ |Approval flow Folder
[) File
@ vebste

Fﬁ: Search folder

[ shortcut

e Data number format
E] Approval flow

olix! |

A

v

[ select || cancel |

Create Approval flow Folder
Properties
Name 1 ] + Required
Expiration date |
Description
Remark
Importance  None v +/ Required
[T setup
Setup release notification
[T setup
Owner
Setup
Policy
Restriction of name Select
(OR is used when specified two or more)
Restriction of data type el ol Ui
{Unselect data types which you do not want Folder
to creste).
Data number format folder
File
WebSite
Search folder
v
Shortcut

Default owner

{1t will be the default value for owner when
oreating new data in this node.)
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3. Creating approval folder screen is displayed.

How to create an approval folder is same as to create a folder, please refer to
Creating a folder.

6.5.2 Creating an approval flow definition

1. Select [New] > [Extended type] from the right button popup on .approval Flow on the

folder tree or Approval flow Folder you created.

2. Select [Approval flow] from the type selection window.

Select type

2 Folder A
Data number format folder
= BBS
[,j Category
[ subject
Approval flow Folder
|| File
@ website
4%/ Search folder
E,} Shortcut
Q Data number format Vv
Lj Approval flow

[ Select J[ Cancel J

3. Open the creating the approval flow window and create an approval flow definition
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Create Approval flow

5
]

Properties

Name

Description

Select approvers.

Approver List

Select all Unselect | Grouping by approval order |

Approval order ~ Approval type User/Group Approval comment

approval order: 1stapprover(s) v [ Add user / group ] [ Add empty user ] !

[] setup
Access control list

\[ Cancel

4. Set up approver person for approval flow.

Specify approval order and select and add a user from [Add user/group] button.

Please refer to searching user/group for detail.

If you click [Add empty user] button, you can add an approver without specifying

user. If you add empty user, users can choose any approvers from requesting

approval window. Please use this feature if approver can not be fixed in case such as

specifying user's boss. You can enter such as the condition of approver, approver
info

into [Approval comment]. [Approval order] is the order of approval. Lower number

approver can approve first. [Approval typel] is the type of approval. You can choose

Review or Approval.

* There is no difference in function by [Approval typel.
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Select approvers.

Approver List
Select all Unselect | Grouping by approval order |

Approval order « Approval type User/Group
=) Approval order: 1st approver(s) (1 person(s))
1st approver(s) P Review e

=) Approval order: 2nd approver(s) (1 person(s))

Approval comment

choose your boss

2nd approver(s) v | | Review v | userB
=) Approval order: 3rd approver(s) (1 person(s))
3rd approver(s) v | | Approval v | userC
approval order: | 1stapprover(s) v [ Add user / group ] [ Add empty user ] |
5. Set up the property of Approval flow.
Properties
Name approve quotation flow X
Description

6. Click [Create] button and create the Approval flow.

Chapter 7 Log management function

Log management function is function which CA can search and display history of
users / groups operation and data operation from on screen by user in cabinet in which

Cabinet Administrator (CA) belongs being applicable. Moreover, you can also perform

CSV output of search result.

Operation explanation :

1. Click [Operation log] under "Management Menu".
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hain bderu Syztem Management Menu Release Management Menu

User/Group Management KNumbering ledger Change password Recycle bin  “ersion | Operation log | Big file transfer

Management Menu

2. Specify target user, period, and target for operation on "Operation Log" screen.
B Search user object :
v' User in cabinet is applicable.
v" You can not specify two or more users.
v' It is targeted at all users that are not deleted when there is no specification of

user.

B Operation period :
Specifying period is the date of “From” (time 00:00:00) and “To” (time 23:59:59).
Together with the operation log, "From" has set "one week before" and "To" as

"today" for default value of period.

B Target operation :
Select target operation ("User/Group operation" or "Data operation") with radio

button. Target operation is as follows.

[User/Group]

Login

Login fail

Logout

Create user

Create user fail

Update user

Update user fail

Delete user completely
Change password

TOTP authentication effective
TOTP authentication ineffective
Create group

Create group fail

Update group

Update group fail

Delete group completely
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[Data operation]
Create data

Update data

Update file

Access data

Lock data

Unlock data

Update ACL

Delete data

Delete data completely
Restore data

Copy data

Move data

Change owner

Update contents policy
Update expiration date

Deletion of retention period
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Delete file

Data expired

Approval request
Cancel approval request
Approve

Reject approval request
Disclose

Update address setting

Release data

Accept data
Operation log
Conditions
Qporate user | 7,9??’,’,‘,“,"“ \k qlpgr J
Term 201306103 4 . 2013006110
Target operation 9 Data operason User/Group operation
Select ali Unselect
Create data
Update data
Update file
ALcess data
Lock data v
(_pisplay_J[_otout to csv. |
@ UsenGroup operation
Select all  Unselect ! Example which checked the radio
button of [User/Group operation]
Update user i
pdate user fail
Delete uzer completely r
Chanoge passwaord
Create drnun i
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3. Ifyou click a [Display] button, operation list is displayed.

Operation log

Conditions

Operate user:

Terrm: 2013/06/03 4 - 201370810

Target operation: @ Data operation
Select all Unselect
Create data

Update data

Update file

Access data

Lock data =

i »

*Operation list
Log date Operste user ID Operste user
201306M0 164316 5599 admin aclmin
201306M016:4312 5599 admin aclmin
20130610 16:33:30 5599 admin aclmin
2MENEA016:3330 5899 admin aclmin
201306M0 163214 5599 admin aclmin
201306M016:10:05 5599 admin aclmin
20130610 14:17:11 5599 admin aclmin
201306M014:17:08 5599 admin aclmin
2MENEA0 141654 5899 acdmin aclmin
201306M013:08:33 5599 admin aclmin
20130610 13:08:30 5599 admin aclmin
201306M013:08:25 5599 admin aclmin
201306M011:53:23 5599 admin aclmin
2MENEA011:55320 S899:admin aclmin

4 T

Page 1 of2 P

BMOperation Log is displayed. Display

User search ][ Clear

UseriGroup operation

Operation name
Access data
Access data
Lock data
Access data
Access data
Access data
Access data
Access data
Access data
Access data
Access data
Access data
Access data

Access data

Data ID

861876
861498
SE1897
61876
861876
gE1a02
G61498
gE1a02
61802
861500
G61499
gE1a02
861500
61495

#
3

»

Data name

Test o
ALL Corporatic
Test PPT

Test

Test

m

hookmark

AL5 Corporatic
hookmark
hookmark
dataklumberFo
.config

hookmark
dataklumberFo
AAA Corporatic A

3

Dizplaying 1 - 50 of 99

[ Display ][lOutputtoCSU

item is as follows.

In case of user/group operation

LogDate yyyy/mm/dd HH:mm:ss
OperationUserID Number Integer
OperationUserName Character string
OperationName Character string
TargetUser/GrouplID Character string

In case of data operation

LogDate yyyy/mm/dd HH:mm:ss
OperationUserID Number Integer
OperationUserName Character string
OperationName Character string
DatalD Number Integer
DataName Character string
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4. Ifyou click a [Output to CSV] button, operation log result is outputted by CSV.

I Operationllog-20110124104442 - Notepad

File Edit Format  Wwiew Help

"20011,/01,/24 10:38:59" "waxilUserl” "Userl" "ACCESS_DATA" "wxxxx" "Development a
"2011/01,/24 10:38:58" "wxxiUserl” "Userl" "ACCESS_DATA" "wxxxx" "Development
201101 /24 10:37:23" "xxxiUserl” "Userl" "“UMLOCK_DATA" "y 'Detadl Desd
"2011/01/24 10:36:21" "wxxuserl” "Userl" “aCCESS_DpaTa' ey "Detatl pesd
"2011,/01 /24 10:35:20" "wwwilUserl” "Userl" “LoCK_DATA" "wawxx' "Detall Desd
"2011/01,24 10:36:19" "wxx:ilUserl” "Userl" "UNLOCK_DATA" "y "Detall Desi
"2011,/00,/24 10:36:19" "waxilUserl” "Userl" "LOCK_DATA" "waxwx "Detail Desi
"201101,24 10:35:38" "wxxilUserz"” "Userl" "LOCK_DATA" "wxxxx "Detail Desi
"2011,/01,/24 10:35:38" "wxxilUserz2"” "Userl" “LOCK_DATA" "wxxxx "Detail Desi
"2011,/01,/24 10:34:43" "wxxilUser2” "Userl" “LOCK_DATA" "y "Detail Desd
"2011,/01/24 10:34:41" "wwwilserz” "Userl" “ACCESS_DATA" Uwxxxx UAAL Corpora
"2011/01 24 10:34:14" "wxx:ilUserz" "Userl" "LOCK_DATA' "yt "Detall Desi
"2011,/00,/24 10:33:55" "waxilUser2"” "Userl" "COPRY_DATA" Twawwx' "Detail Desi
"2011/01/24 10:33:55" "wxxiUserl” "Userl" "CREATE_DATA" "y "Detail pesi 2
< | >

-- Notes --

* The operation log will be kept for about three months.
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Chapter 8 Setting of cabinet
CA can perform changing operation of cabinet in which self belongs.
B You can change basic property and extended property (post name,
person-in-charge name, mail address, contact).
You can add or delete Cabinet Administrator (CA).
You can change “Access control” of cabinet.
You can perform setting of policy of cabinet.

You can set default of “SequenceUp/No SerquenceUp”.

You can set valid or invalid of “MembersOnly”.

1. Click [Update cabinet] under "Service Management Menu". "Update Cabinet" screen
is displayed. Specify cabinet by "Cabinet list." Property information on specified
cabinet is displayed.

2. Edit basic property and extended property (post name, person-in-charge name, mail

address, contact) on "Update Cabinet" screen.

D Document Management Service X | 4+ - o X
&« O [ﬁ] https://e= wlr1ars ot s J~/procenter/jsp/ nde c& A = z
Main Menu || ManagementMenu || System ManagementMenu || Release Management Menu(0) User name’ 4 = k== =8 NEC
Update cabinet | Cabinet recycle bin Management 1D/Nan arct £ | Advanced search Logout
Tree view « ¥
Fo_lder #/71 Editcabinet 27
a[@.-nf "
@) config Cabinet list |1 wmigg® ~ =i = v
_] Foider00
Properties
SecureRepository ON
a0 . £ Required
CompanyName NEC /" R§quired
Department
PersonName
Email
Address
EndDate
Status Trial + Required
Permitted|PAddresses
Description
Remark
Cabinet total file size 112 MB
DiskUseRate[%] 6
Sequence Up
“Initial state of the check ON v
box at the time of file
update
MembersOnly INVALID |
Cabinet Administrator (CA) V] Setup
User name E-mail
Bookmark 2|+ LR B 1S
Search folder &+ -
b
Cabinet 2|+
" Update
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3. Set the default value of “SequenceUp/No SequenceUp”.
When choosing [ON], [SequenceUp] checkbox is checked on a file update screen. The
file will be given the new number of sequence and registered with the latest edition.
When choosing [OFF], [SequenceUp] checkbox is not checked on a file update screen.
The file will not be given the new number of sequence and the current edition will be

renewed.
Sequence Up

*Initial state of the check E} -
box at the time of file
update

IMembersOnly ON i

OFF
>abinet Administrator (CA) [P seww

4. Set whether “MembersOnly” is used.
Please refer to “Chapter 9 MembersOnly" for details of “MembersOnly”.

MembersOnly INVALID S
INVALID

Cabinet Administrator (CA)[V| s VALID

5. If you check to a check box of [Setup] when you perform "Cabinet Administrator
(CA) Setting", “Cabinet Administrator (CA) setting screen” is displayed. You can
perform addition or deletion of Cabinet Administrator (CA).

Cabinet Administrator (CA)[¥] Setup

User name E-mail
admin

Userz

Add user ][ Delete ]

6. If you check to a check box of [Setup] when you perform "setting up Access control”,
“Access control setting screen” is displayed. (Please refer to 4.11.2 Access control
setting / changing of "PROCENTER SaaS User Manual" for setting of Access

control.)
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V| Setup

Access control list -

Llsers who will be replaced

Apply saved ACL: | Select v [ |[ Back to the original

Select all Unselect

UseriGroup = Access contral list Expirstion date
I8 AAMA Corporation VRV (Wirite) = 3
default permission: | VR (Read) v | Add user/group | [ Delete | | |

Save ACL: |Save name | |

7. If you check to a check box of [Setup] when you perform "Policy setting", “Policy

setting screen” is displayed.

B Restriction of Name
: Setting restrictions of name about data registered under cabinet.
Create restrictions of name on [Character string] and conditions ([begins with],
[ends with], [contains]).Then, data name which breaks restrictions can be
registered no longer into folder. Click a [Add] button, when you add restrictions.

Click a [Delete] button, when you delete restrictions.

| Setup
Policy -

Restriction of Name Flomen coloct = m
(OR iz uzad when specified two ar more) l'ml

HMRestriction of Data Type
: Restrictions of type are set about data registered under cabinet.

Select from [Select All] button / [Deselect] button / individual click and select data
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type which permits creation. Then, data type which breaks restrictions can be

registered no longer into folder.

Restriction of Data Type Sl Al Beacles

FPlease deselect Data Types which wou don't Falder A
want to allow to use.
DataMumberFormatFolder

File

WehSite
SearchFolder
Shortcut

M Setting Expiration Date
: Set default value of expiration date about data registered under cabinet.
Specify conditions from three patterns of [No expiration] / [Expiration N months
after creating] / [Expiration N days after creatingl, and [Expiration Date].It

becomes the default value of expiration date at the time of this registering data

under folder.

Setup expiration date ® No expiration

© Expiration months after creating

) Expiration days after creating

() Expiration date

6. If you click a [Update] button, cabinet is updated.
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Chapter 9 MembersOnly

“MembersOnly” is the function that limits shown users in the group members.

It's possible to set “MembersOnly” to valid/invalid to the cabinet unit.

When you use this setting, it's possible to make the user shown to user search and a

list of access control limit in the members of group to which the use user belongs.

When “MembersOnly” is valid/invalid, the reference area is as follows.

Example) when a user of “company A” group refer to access control.

+’MembersOnly”: Invalid

(Show all access control including other groups.)

Access control list

‘Way of changing ACL: @ Replace all list ©) Add to existing list & Delete from existing list

Users who will be replaced

*”MembersOnly”: Valid

(Show only access control of group members

to which the login user belong.)

Access control list

Way of changing ACL: ‘@ Replace all list © Add to existing list & Delete from existing list

Users who will be replaced

Apply saved ACL" | Select ~ [ [ Apply saved ACL: |Select v I Back to the original
Select all Unselect Select all Unselect
UserfGroup - Access control st Expiration date UseriGroup ~ Access controlfist Expiration date
8 2
& A VRWD (Delete) % 8 A & oot VRWD (Delete) N7 O
& soot VRW (Write) . (5] 48 Growp A VR (Read) ~
8 coo VRW (Wite) . =] aTeeteeeeteete et tetttteatetontententetetontontententetettontn
H .
i Growa VR (Read) v =l . M M
. 'd b .
e . = :| Don" t show outside the group members :
v . H
i Growc VR (Read) ~ = K N
L PPN
defautt pemission: | VR (Read) v (add userlgroup ] ‘ ) defaull permission: | VR (Read) ~ |[[Add user/orous | [
Save ACL: | Save name [
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9.1 How to set “MembersOnly”

Please set “MembersOnly” by the next procedure.

1. Click [System Management Menu] and [Update cabinetl, and choose the cabinet

name in [Cabinet list]. And cabinet renewal screen is shown.

Main Menu Management Menu I System Management Menu I Release Management Menu(0)

Update cabinet |Cabinet recycle bin Management

Tree view < |  Edit cabinet
Folder IS
Cabinet list | Select
=1 || Tutorial
+H .config _ -
Cabinet list || »
[Tutorial |

Properties

2. Set “MembersOnly” of the screen lower part to [VALID] or [INVALIDI, and Press
[Update] button. And it's reflected.

Properties

SecureRepository ON

Name 1B I o Required
CompanyName NEC /" Required
Department

PersonName

Email

Address

StartDate

EndDate

Status Trial /" Required
PermittedIPAddresses

Description

Remark

Cabinet total file size 11.2 MB

DiskUseRate[%] 6

Sequence Up
*Initial state of the check
box at the time of file
update

MembersOnly

User name E-mail

3

Update Delete
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9.2 Notes

When using “MembersOnly”, please pay attention to below.
This function is set to valid/invalid to the cabinet unit.
Only CA can set the function.
Set a local group to an access control of used files and folders. The folder and the
file to which a local group isn't set aren't shared.
Register all users with a local group. The user who isn't registered with a local
group can't refer the other users.
All users' reference in the cabinet is possible by only CA.
Because GA can't refer users of the other groups, GA can't add a user to the group
newly. It's necessary to operate the user addition to a local group by CA.
When [Copy here and update ACL and notification addresses (incl. files)] or [Move
here and update ACL and notification addresses] is chosen when moving or
copying a folder, only access control of the local group to which you belong is taken
over. To take all access control including other local groups over, use [Copy here
(incl. files)] or [Move here].

4 Cut
Copy
-
Paste b Move here I
x Delete Move here and update ACL and notification addressesl
( User/Group = Access control list \
-
& ~o01 VRWD (Delete) ¥
& Bom VRW (Write) ~
Usern/Group = Access control list
& coor VRW (Write) - 2 Ao
& VRWD (Delete) <
o
4§ Groupa VR (Read) v @ couwpa VR (Raad) -
'{n Group B VR (Read) £vs
Cf"r Group € VR (Read) )
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- A property of a file, an approval history list, log information, a transfer situation
list and a notice reception data list is shown as before.

For a user name can't be seen by the user of a different group, don't set access

control of more than one local group to a file.

[Property of file]
Name = Importance  Use level Owner Modifier
Schedule 0 ADD1 A
[Approval history list]
Disclosed seguence Request number Approval order Approval fype « Client Person expected to approve Person approved
2 1 1st approver(s) Review A001 2002 2002
2 1 2nd approver(s) Approval ADD1 ADD3 ADD3

[Log information]

Date - | UserMame Operation

110172019 10:42:03 | AO0D1 Update file

[Transfer situation list]

Sequence File name

1 Schedule xlsx

UserMame - tocept status Date accepted Accessed
ADO2 Bocepted 11/01/2019 11:39:46  Unread
ADD3 tocept wailing Unread
[Notice reception data list]
MName Sequence Release user Date releazed Accept status
D Minutes 1| A001 110172019 11:15:42  Accept waiting

- When lumping changed the right of access of a folder follower, only a belonging

group member is made the change target. The right of access to which you can't

refer by another group is taken over just as it is.

* When a member of another group was included in the right of access preserved

in the past by change in the access matter, a member of another group isn't

Date accepted

Approval status
Approved
Approved

Accessed

Unread

reflected by an access control list any more at the time of application.

* When a member of another group was included in the acknowledger who
preserved it in the past at the time of setting in an approval request destination,

a member of another group isn't reflected any more in an approval request

destination at the time of application.
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When a member of another group was included in the notice destination
preserved in the past by change in the release notice destination, a member of
another group isn't reflected any more in a notice destination at the time of

application.
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Appendix (term)

Cabinet

Cabinet is one management space arranged on this Service. If a cabinet is created,
Cabinet group which specifies user who can use cabinet is assigned, and Cabinet
Administrator (CA) is defined. Cabinet Administrator has privilege as administrator in
cabinet (contents of privilege are mentioned later). In addition, user who only user who
belongs to Cabinet group can use data in cabinet, and does not belong to Cabinet group

cannot recognize existence of cabinet itself.

Cabinets

—— j Cabinet 1

—— -

— Cabinet 2

2]

hS G G _/'
——(___JjCabinet 3

Definition of role

Role in this Service is defined as follows.

*User
Person using this Service is pointed out. User is divided into administrator
(people with management authority), and general user by role.

+Administrator
User with special authority for performing setting and management to this
Service is pointed out. Administrator is divided into Service Maintenance
Administrator (SMA), Cabinet Administrator (CA), and Group Administrator
(GA) by the role. Visitor can use three, CA, GA, and general user.

*General user

User without special authority as administrator is pointed out.

*Service maintenance administrator(SMA)
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Administrator of this whole Service is pointed out. Although SMA can perform
various kinds of setting, cannot perform reference of substance file of data
without “Access control”.

«Cabinet administrator(CA)
CA can perform all data operation in cabinet, user's creation, Local group
operation, GA role operation to local group, and CA appointment / release to
user in cabinet.

+Group administrator (GA)
GA can perform member changing of local group, users in local group are
owner changing of owner's data and Access control changing, GA appointment
and release to another user in Local group. In addition, only user can be
appointed GA. Group cannot be appointed as GA. Moreover, GA is not
indispensable setting.

*Owner
Owner points out “owner of data”. To data which is Owner, it has owner
authority. If there is owner authority, changing of Owner and changing of
“Access control” are possible. When Owner is group, all users that belong to
group have owner authority.

*Lock owner
User who is performing lock to data is pointed out. It has lock owner authority
to data. Other users except lock owner cannot update and delete data locked.
Unlock of data can change lock owner itself, CA, SMA. When the lock owner is
a group, user who has CA or SMA role only can unlock it.

-Classification of group
Group is classified into Cabinet group and Local group.

*Cabinet group
It is a group which exists in cabinet and the form of 1 to 1, and user belonging
to Cabinet group will call it user of corresponding cabinet. Cabinet group
cannot be referred to from user of other cabinets. CA can change member in
Cabinet group from which self serves as CA.

*Local group
It is group defined within cabinet. Cabinet can have two or more Local groups.
Local group cannot be referred to from user of other cabinets. Moreover, user of
other cabinets cannot be added to Local group. Therefore, composition member

of Local group will surely belong to Cabinet group. Therefore, although Local
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group is served like child group of Cabinet group, function of division by class

of group is not supported.

User operation ambit with each role

User operation ambit with each role is as fol lows.

] General
Operation \\ Role SMA CA GA
User
Setting of SMA o
(appointment, dismissal)
Setting of CA
. . O O - -
(appointment, dismissal)
Setting of GA
i o O O O —
(appointment, dismissal)
User new creation @) OX*1 — —
User attribute changing @) O - -
User deletion @) O - -
User addition in cabinet group @) — — —
User deletion from cabinet group O OX2 - -
User addition in local group @) @) O -
User deletion from local group O @) O -
User search in cabinet @) O - -
User search besides cabinet @) - - -

v" When CA creates user, user who creates always belongs to cabinet in which create
user is CA.
v' If CA deletes user from Cabinet group, it becomes impossible to refer to user for

CA. Moreover, can set this ID and it cannot be re-registered, either.
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Data operation ambit with each role

Data operation ambit with each role is as follows.

Operation "\ Role

Data

new creation

SMA

Freely possible

CA GA General User

Inside
] ~ |Followed
of cabinet is

Followed

Access control Access control

freely possible.
Data Inside
] ) ) _ |Followed Followed
attribute Freely possible | of cabinet 1is
) Access control Access control
change freely possible.
Inside
) ) ) _ |Followed Followed
Data deletion Freely possible | of cabinet is
) Access control Access control
freely possible.
Inside
Data movement / ) ) ~ |Followed Followed
Freely possible | of cabinet is
copy ) Access control Access control
freely possible.
Inside
Followed Followed Followed

File download

Registration and

Access control

of cabinet 1is
Access control Access control

freely possible.

Inside

Followed Followed

] Freely possible | of cabinet is
renewal of file ) Access control Access control
freely possible.
Case of GA itself /
) Case of User
group to which GA |
) itself / group to
Inside belongs/ user to )
. . . which
Owner change Freely possible | of cabinet is whom he belongs

Access

control change

Freely possible

. user belongs is
freely possible. [to Local group of

GA is

possible.

_ Owner
Owner is| ]
is possible.

Case of GA itself /|Case of User
group to which GA |itself / group to

of cabinet is i
belongs/ the wuser which

Inside

freely possible.

to whom he | user belongs is
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belongs to Local |Owner is

group of GA 1is|possible.

Owner is possible.

Inside
) ) _ |Followed
Lock of data Freely possible | of cabinet is
) Access control
freely possible.
Inside

Unlock of data  |Freely possible | of cabinet is |GA itself
freely possible.
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